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Government departments and domain areas: Division of responsibilities 
between the DoH, the Department of Science and Technology (DoST) and 
PhilHealth, among other departments, is codified in a joint memorandum 
created in 2013 and included in the eHealth Strategic Framework and Plan. 
Each organization has responsibility for specific domains that fall within its area 
of expertise. The DoH oversees health-related subjects such as the selection 
of health indicators for various solutions and clinical treatment guidelines. The 
DoST oversees areas such as data standards and technical interoperability, and 
PhilHealth leads efforts related to payments and reimbursement solutions.

Governance, cooperation mechanisms and decision-making: In order to 
manage the needs of many stakeholders and obtain assurance amidst the 
complexity of information systems in the public and private sectors, a strong 
governance structure mandated the adoption of an IT governance framework, 
COBIT 5. Cooperation between the entities responsible for digital health is 
facilitated by two committees, the National eHealth Steering Committee 
and a TWG. The Steering Committee is chaired by the Secretary of Health, 
co-chaired by the Secretary of Science and Technology, and includes the 
President/CEO of PhilHealth and the Chancellor of the University of the 
Philippines Manila. The Steering Committee evaluates, directs and monitors 
projects recommended by the TWG. The TWG is, in turn, composed of senior 
representatives from all three organizations responsible for advancing the 
country’s eHealth Action Plan. Advisory groups on health data standards and 
health data security and privacy, as well as groups that advise on areas such 
as EMR and monitoring and evaluation, include experts from academia and 
the private sector and provide subject-matter inputs to eHealth Action Plan 
components. After six months of slow starts, the TWG created an eHealth 
Project Management Office to ensure that eHealth activities across agencies 
were managed and controlled. Dr. Marcelo notes, “The Project Management 
unit resides in the DoH, but is partially funded by the DoST, which helps the 

Figure 15: Philippines Digital Health Governance Structure
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DoST have a stake in the process.”  The governance structure for digital health 
in the Philippines is represented in figure 15.

KPIs

Examples of objectives laid out in the 2014 eHealth Strategic Framework and Plan: 

• 70 hospitals and 2,500 rural health units to use DoH/PhilHealth eClaims 
system by late 2015

• 1,000 RxBox telehealth devices to be deployed by late 2016

• 85 million Filipinos to be covered under the eClaims system (part of the 
UHC goal) by late 2016

• Government data warehouse established by 2015

• Implementation, by 2015, of 8 eHealth projects, including establishment of 
health data standards and training initiatives

Funding 

Overall funding structure: Implementation of individual digital health solutions 
is funded from the departmental budgets of the DoH, DoST and PhilHealth, 
which are requested and approved by Congress through the Department of 
Budget and Management (DBM). For some projects, such as the deployment 
of the PhilHealth eClaims system, funds are provided jointly by two entities 
(the DoH and PhilHealth), while other projects, such as the RxBox telehealth 
solution, are funded solely through the budget of one department (DoST). In 
addition, international agencies and donors provide funding for specific projects. 

Interoperability and infrastructure funding: The Medium Term Information 
and Communication Initiative (MITHI) is within the DBM and funded at the 
national level. The initiative aims to have a national ICT harmonization plan 
with an eHealth architecture to promote interoperability and shared ICT 
infrastructure across departments. MITHI funded the National Health Data 
Warehouse and the Philippines Health Information Exchange and encourages 
departments to work together independently to maximize limited resources. 

Lessons and insights

Early codification of roles and responsibilities: At the start of the eHealth 
strategy development a joint memorandum between the DoH and the DoST 
created the basis for a shared understanding of roles and responsibilities and 
mechanisms for cooperation and decision-making. Each agency has its own 
IT teams which makes it hard to know which team is responsible for what. Dr. 
Marcelo notes that there was early recognition regarding the leadership issue: 
“In our country, the DoST was keen to start working on eHealth but realized 
that it needed to be led by the health sector as per the WHO-ITU Toolkit. 
Fortunately, our DoH also shared the same view. From this common ground, 
the seeds for the multisectoral approach emerged. The key is to get those two 
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persons engaged, one from the DoH and one from the DoST, and involved in 
the development of the national eHealth strategy.”

Need for effective governance framework: The Philippines is a notable 
example of learning from the insights and experiences of other countries. 
As digital health leaders worked to build a comprehensive digital health 
architecture, the adoption of The Open Group Architecture Framework 
(TOGAF) and COBIT 5, an internationally recognized governance framework, 
allowed the country to benefit from best practices developed elsewhere. Over 
fifteen people were trained in both TOGAF and COBIT 5 in the DoH and DoST, 
which allowed for shared understanding of processes and mechanisms and 
fostered greater cooperation between departments. In addition, the creation 
of advisory groups allowed universities and private-sector representatives to 
share their expertise and views. 

Dr. Marcelo explains how this governance framework helped to mitigate 
tensions: “Each agency has a different set of priorities and dependencies 
with each other. For example, DoST needs to provide network infrastructure 
before the health applications can work over the Internet. They also had 
their own funding streams and flagship projects that had to have their own 
’brand’. […] But this is why the governance structure was important. It provided 
space for the agencies to be transparent to each other and have visibility on 
the other and how they can work more effectively together while delivering 
on their specific mandates. Business as usual would mean the agencies will 
have to operate in silos. But the new governance structure allowed them to 
meet regularly, to collaborate and to create space for resolving conflicts and 
overlaps and address gaps.”
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B) Government-wide digital     
     agency mechanism

Case studies: Malaysia and Estonia 
(Hybrid)

Although the MoH drives digital health 
strategy and program management, 
the defining characteristic of a govern-
ment-wide digital health mechanism 
is a digital agency that provides shared 
ICT infrastructure and implementation 
expertise for all government entities. This 
mechanism provides a common set of 
standards, policies and guidelines, such as:

• interoperability standards

• data security and confidentiality 
standards 

• service, software and hardware  
components such as digital plat-
forms, data centers and data 
management capabilities 

• cloud services 

• technical capacity   

Apart from the health ministry, other 
ministries act as clients to this digital 
agency. In many countries, this  
role is played by the designated  
eGovernment agency. 

A shared digital agency provides oppor-
tunities for collaboration and shared 
investments across ministries. The shared 
investments of an eGovernment agency 
can include ICT infrastructure, such 
as Internet connectivity or enterprise 

transaction systems, as well as technical 
expertise and capacity, which are often 
limited in the health ministry mechanism. 
As a result, the MoH can leverage the 
shared ICT services to implement its 
digital health strategy and access a  
broad network of ICT resources, including 
cross-governmental initiatives such as 
national unique identifiers which are par-
ticularly useful in healthcare. The Estonia 
case study, which displays characteristics 
of the government-wide digital agency 
mechanism and the dedicated digital 
health agency mechanism, highlights 
the strength of creating a unique national 
identification system.  

The advantages of this governance 
mechanism include: 

• a common digital architecture 
that different ministries can use to 
develop their digital strategies; 

• the presence of a separately funded 
one-stop shop for ICT expertise and 
resources, and;

• established processes for interaction 
and communication between minis-
tries and the digital agency. 

A national digital architecture can also 
help to unify legacy information sys-
tems and ICT programs built at different 
times and for different priorities and can 
advance progress toward interoperabil-
ity across systems and sectors. Finally, the 
shared digital infrastructure enables econo-
mies of scale resulting in cost savings. 
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What is eGovernment?

While public health systems around the world face sector-specific 
challenges in areas such as privacy and data security, they can benefit 
from a multisector approach to providing ICT-enabled services to citizens, 
otherwise known as eGovernment. The ITU defines eGovernment as 
the use of information and communication technologies in government 
to provide public services, to improve managerial effectiveness, and to 
promote democratic values and mechanisms; as well as a regulatory 
framework that facilitates information-intensive initiatives and fosters the 
knowledge society. There has been an increase in the number of countries 
that are using eGovernment to provide public services online through a 
one-stop platform. From 2003 to 2016, countries that had a one-stop 
platform increased from 45 to 90 countries, and countries that had online 
transactions increased from 33 to 148. 38

eGovernment strategies typically aim to improve the speed and quality 
of ICT, while increasing efficiency, reducing costs, and promoting 
transparency and accountability. Today, rather than the original top down 
eGovernment strategies which focused on the needs of each ministry 
or agency in each sector, integrated eGovernment strategies are being 
implemented. These integrated approaches are designed for the population 
and leverage shared assets such as a common ICT architecture and 
universal national identification.

eGovernment agencies are often closely related to the government-wide 
ICT agency mechanisms cited in this report, but this user-centric approach 
to designing services for citizens and providing access to them moves 
beyond the provision of shared infrastructure and resources. eGovernment 
approaches also give stakeholders outside the government, including 
application developers, healthcare providers and non-governmental 
organizations, the ability to safely leverage government data and design 
interoperable solutions, reducing the burden of solution development on 
the government and leveraging the talents and resources of the private sector. 

The progress in technology and cloud computing has enabled open and 
distributed cloud solutions for eGovernment, where operational resources 
such as network, servers, storage and applications can be deployed 
in agencies, hospitals, care centers and administrations throughout a 
territory, and where users can take the initiative, while still enabling the 
eGovernment agency to control all of these digital resources as a single 
infrastructure. These end-to-end inclusive approaches allow governments 
to capture, channel and streamline bottom-up initiatives by providing a 
collaborative and shared environment to application developers for various 
public services (health, education, social services, agriculture, etc.). Thus, 
each stand-alone resource of an application becomes a building block 
in the creation of other applications, fostering innovation and enhancing 
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the digital economy in the country. Of specific interest to digital health 
is the trend and move to separate the application development process 
from the health data which is stored in a trusted environment controlled 
by policy makers on a government cloud. This is where components 
and systems are open in terms of data, models and application program 
interfaces and where standards will ensure interoperability. It is a shift away 
from large all-in-one hospital information systems for example, which are 
expensive and not flexible. The future lies in a health computing platform 
approach which opens up health data for use by multiple applications; this 
leads to a platform-based health ICT economy, in which various suppliers 
can produce back- or front-end systems that integrate across a defined 
interface, rather than the current situation of numerous silos.39

Figure 16: Sample eGovernment Cloud Architecture

Source: Nokia 
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Case study: Estonia 

ESTONIA:
Advancing digital health in a comprehensive 
eGovernment framework

Early and ambitious strategy for eGovernment and eHealth: From the outset, 
Estonia’s overall eGovernment initiative envisioned digitizing health services 
in the country. The government set a goal in 1999 that all public services 
would be digitally available to citizens by 2013. In 2000, the Estonian National 
Health Information System was launched, followed by a comprehensive 
eHealth strategy in 2004–2005. In 2005, the Ministry of Social Affairs, which 
is responsible for health and social policy, established the Estonia eHealth 
Foundation (EeHF) to oversee digital health projects in line with the country’s 
wider eGovernment goals. Private-sector companies built and maintained the 
overall ICT infrastructure and services under regulations developed by EeHF. 

Strong leadership, governance structures and cross-sector cooperation: 
The Prime Minister’s Office prioritized both the eGovernment and digital health 
initiatives, giving these initiatives credibility, and helped to create a governance 
structure with the appropriate representation across the government. The 
project management board of the EHR initiative, which is run by the EeHF, 
comprises the Ministry of Social Affairs, the Estonian Information System 
Agency, and the Ministry of Economic Affairs and Communication. The 
Secretary General of the Ministry of Social Affairs chairs the board, providing 
high-level leadership and representation. The board meets monthly, ensuring 
robust cooperation and alignment. 

A coordinator from the Ministry of Social Affairs works with the EeHF’s 
project team, which works with external partners and providers. The Estonian 
Informatics Centre manages the X-Road, and their participation ensures that 
the initiative complies with the X-Road’s technical standards and architecture. 
The X-Road is the architecture that creates common standards through 
which disparate systems can communicate with each other via the electronic 
identification (eID) system. 

Finally, an EHR Council established by the Ministry of Social Affairs comprises 
experts from professional medical associations and patient groups, academics 
and private-sector representatives and provides these stakeholders with input 
into areas related to system design and implementation 

Interoperability based on shared infrastructure: The EHR, which allows both 
citizens and health providers to view a patient’s medical history and share 
data for patient care, is central to Estonia’s digital health system. The EHR 
pulls information from disparate IT systems into a common record through 
a health information exchange (HIE), which was developed using the same 
key infrastructure assets as are used for the larger eGovernment architecture 
(the X-Road). eID authenticates every individual’s identity so that the individual 
can securely access online government services while data are linked on that 
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individual from various systems. Using this common infrastructure reduced 
the costs associated with developing the HIE and clarified the health and ICT 
standards with which private-sector IT firms and health providers need to 
comply as they develop digital health solutions.

Clear and robust regulation: In 2008, as the EHR was being launched, Estonia 
developed regulations for its eHealth information. Providers are legislatively 
required to share their records with EeHF. Electronic clinical documents 
must use an internationally recognized standard called HL7, while rigorous 
regulation defines the security requirements for accessing patient records. The 
use of common standards was crucial. eID was developed to create secure 
access for citizens to their data, and legislation was enacted early on to protect 
their privacy with the use of audits ensuring that these rights were being 
respected. Additionally, in response to large-scale cyber-attacks directed at 
the country, Estonia has developed strong cybersecurity mechanisms across the 
X-Road for protection against data theft. These measures are crucial to ensuring 
that the population, including healthcare providers, trust and use the system.  

A focus on KPIs and cost savings: Estonia’s eGovernment initiatives aim to 
demonstrate that they improve uptake and reduce costs. As of 2015, the HIE is 
used by over 98% of the Estonian population, while 99.5% of prescriptions are 
currently renewed online through ePrescription. With 70% of the population 
having access to the Internet, making health and medical information available 
online has reduced costs. Patients can use information to manage their own 
care, thereby reducing the burden on the healthcare system overall (e.g., facility 
visits and healthcare providers’ time). The HIE cost €10 million or €7.5 per citizen.

Figure 17: Estonia X-Road eGovernment Architecture

 
 

 
 

 
 

Source: Estonia Information System Authority



Digital Health: A Call for Government Leadership and Cooperation between ICT and Health52

Malaysia and Singapore have shared 
government-wide digital agencies: the 
Malaysian Administrative Modernization 
and Management Planning Unit 
(MAMPU), and the Singapore 
Government Technology Agency. 
Both agencies were created with the 
vision of social transformation through 
ICTs. These agencies have a high-level 
mandate, authority from political and 
governmental leaders and stable funding. 
The two agencies assist ministries in 
implementing ICT-based initiatives and 
ensure alignment with national ICT 
objectives, policy and standards. 

Another example is Bangladesh, where 
the Access to Information (a2i) program 
aims to create harmonized eGovernment 
services for the country’s citizens. a2i 
is located in the Prime Minister’s Office 
and supports the building of a digital 
nation. The MoH data and programs 
were previously fragmented, but 
thanks to a2i, seven thousand health 
facilities now report routine data, and 
there are linkages to the National Data 
Warehouse. These efforts have enabled 
health workers to track patients through 
individual records, to consolidate 
administrative needs into an integrated 
system and to make routine information 
available to health policy makers.

Uruguay has also adopted this 
governance mechanism. Agencia de 
Gobierno Electrónico y Sociedad de 
la Información y del Conocimiento 
(AGESIC) is the national eGovernment 
agency for Uruguay, and it considers 
health a priority area in its Digital Agenda 
Uruguay 2011–2015 plan. To implement 
the eHealth strategy, AGESIC signed 
an agreement with the Presidency, 
the Ministry of Public Health, and the 
Ministry of Economy and Finance that 
resulted in the creation of an executive 
implementing body called Programa 
Salud.uy. Programa Salud.uy aims to 
strengthen the Integrated National 
Health System through the use of 
ICT and to create tools that facilitate 
access to quality health services. A 
Steering Committee was established 

as the highest-level decision-making 
authority in a governance framework 
that is aligned with national ICT policies 
and conducive to interinstitutional and 
intersectoral coordination. Within the 
framework of the Ministry of Public 
Health’s leadership and in conjunction 
with health stakeholders, national 
standards and informatics applications 
are defined. The executive body and 
its strategy are enabling a favorable 
technical and regulatory context for 
digital health, as well as developing the 
necessary infrastructure.40

Challenges and examples of solutions

Centralization of responsibility. 
Alignment across all ministries toward 
a common framework and architecture 
and shared resources can create 
resistance. For example, it may include 
the phasing out of legacy systems that 
are not compatible with this shared 
architecture.  The development of 
common ICT strategies, policies and 
standards by the Ministry of ICT or 
eGovernment agency may reduce the 
influence or control of other ministries, 
including the MoH. 

• Successful solution: The creation of 
a common architecture and set of 
standards may be less challenging for 
health ministries if the MoH manages 
the health-specific requirements 
of ICT systems. In Malaysia, where 
MAMPU sets standards for data 
security, the Health Informatics 
Centre in the MoH controls health 
data standards such as disease 
classification codes, which ensures 
that appropriate subject-matter 
knowledge is factored into ICT 
system development. 

Alignment and coordination between 
the MoH and ICT agency. While digital 
agencies provide implementation 
capacity in technical areas, such as 
software development and hardware 
deployment, the MoH manages the 
programmatic aspects of digital health 
solutions. The shared responsibilities 
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mean that the agency must ensure that 
digital health solutions align with the 
functional needs of health workers. This 
requires an understanding of health 
systems workflows and the data-use 
needs of clinicians.  

• Successful solution: The use of 
embedded teams can strengthen 
communication and cooperation 
between the MoH and the ICT 
agency. In India, the National 
Informatics Centre (NIC) facilitates 
the development of ICT solutions 
across the national, state and district 
governments in conjunction with 
the Ministry of Communications 
and IT. The NIC has an embedded 
team within the Ministry of Health 
and Family Welfare (MoHFW) to 
support the launch and scale-up of 
several digital health programs as 
part of the country’s Digital India 
Programme. The NIC team works to 
facilitate the use of government ICT 
infrastructure, such as data centers, 
call centers, software platforms and 
cloud services, in these programs. 
The NIC’s involvement in these 
programs is particularly important 
because the solutions interact with the 
government’s Maternal-Child Tracking 
System (MCTS). MCTS is a nationwide 
data collection system used to track 
pregnant women so that community 

health workers can provide them with 
information and encourage them to 
seek antenatal care. Interoperability of 
the digital health solutions with MCTS 
provided both the MoHFW and the 
NIC with powerful incentives to work 
closely together. 

Sustained and significant resources. 
A government-wide digital agency 
mechanism will require significant upfront 
investment in resources and technical 
capacity to meet the needs of the various 
ministries. In LMICs, which are more 
dependent on external funding, there 
may not be sufficient resources, long-
term financing and capacity to develop 
a government-wide digital agency 
mechanism. Moreover, the MoH may also 
need to develop program management 
capacity and digital technical expertise,  
as in the health ministry mechanism. 

• Successful solution: Short- and 
long-term approaches should be 
adopted to meet immediate needs 
while promoting a sustainable ICT 
workforce. Short-term approaches 
may include program management 
training and certification programs, 
which are highlighted in the Malaysia 
case study. Long-term strategies focus 
on incorporating digital health into 
core curricula for health professionals 
and ICT-degree programs.
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Case study: Malaysia 

Digital Health Snapshot

• Population: 30 million

• Strategy Development Timeline: 

eHealth strategic plans largely align with national five-year Malaysia Plans 
(MP) for social and economic transformation

1997: First telemedicine blueprint (7th MP)

2005: First Health Information Management System blueprint (9th MP)

2010–2015: Health Information System Strategic Plan (10th MP)

2016–2020: Health Information System Strategic Plan (11th MP)

• Implementation Status: Rollout of the Malaysia Health Information 
Exchange, which was launched in 2009 and creates a patient records-
based interoperability platform for data sharing, moving to version 2.0 in 
2017. Key solution implementations launched and slated for scaling include 
a hospital information system currently deployed in 25% of hospitals, an 
integrated primary care and oral health clinical information system is being 
piloted in twelve clinics and future nationwide roll-out, and a pharmacy 
information system in the process of a nationwide rollout. A Malaysia 
Health Data Warehouse project is currently underway. 

MALAYSIA:  
Developing digital health under a national 
ICT vision 
 
 
 

 

Digital health context and catalyst

Impact of a broad ICT vision: Beginning in the 1990s, government initiatives 
such as the Multimedia Super Corridor and Digital Malaysia rallied government 
leaders and workers in all sectors around the idea that ICT was central to the 
economic and social development of the country, which aims to become a 
high-income nation by 2020. Healthcare and communications content and 
infrastructure are two of the National Key Economic Areas identified within 
the country’s Economic Transformation Plan, with specific goals set for sectoral 
transformation. This commitment was manifested in the creation of an 
empowered intragovernmental agency (MAMPU) that develops national ICT 
strategy and infrastructure and ensures that ministries are aligned with them. 
“We really dove into ICT in 1996 when the Prime Minister had this information 
corridor idea, and so we were very lucky to have a leader that had the vision,” 
says Dr. Fazilah Shaik Allaudin, Director of Telehealth Division at the Malaysian 
Ministry of Health. 

Early experimentation and learning with ICTs: Malaysia began using 
digital health in the late 1990s, when the Malaysian MoH unveiled the first 
telemedicine blueprint and created the first paperless hospital in the world. 
The “big bang” approach of going all-digital was disruptive and difficult. 
Consequently, a progressive approach was adopted starting from front-
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end systems in hospitals such as patient management and advanced digital 
technology, and then moving to record-based solutions such as EMRs. 

Roles, responsibilities and decision-making

Government entities and roles: The MoH provides digital health leadership, 
strategy and program implementation in the form of three divisions: ICT, 
Planning and Telehealth. Through the National Informatics Centre, the 
Planning Division develops health assets such as health informatics standards 
(e.g., health data dictionaries) and the Malaysia Health Data Warehouse. The 
Telehealth Division leads the deployment and program management of digital 
solutions in the health system, mainly enterprise-wide solutions and the health 
information exchange (HIE), while the ICT Division provides technical capacity 
and support and oversees internal MoH information systems. MAMPU, an 
intragovernmental ICT authority that reports to the Prime Minister’s Office, 
provides overarching ICT guidance, capacity and infrastructure. MAMPU’s 
mandate is to modernize the public sector, establish national ICT policies, 
standards and protocols, and assist ministries in the operationalization of ICT 
implementation. The MoH also works with MIMOS, the Malaysian ICT research 
and development agency housed under the Ministry for Science, Technology 
and Innovation, for a few development and implementation solutions. MIMOS 
uses domestically developed ICT solutions, which reduce cost, promote local 
innovation and reduce reliance on foreign vendors.

Governance, cooperation mechanisms and decision-making: An ICT 
Steering Committee that includes leaders from the MoH reports to MAMPU 
on technology implementation. The ICT Steering Committee also coordinates 
the efforts of the other MoH divisions, each of which has its own Steering 
Committee. A dedicated ICT division supports the MoH and is in regular 
communication with MAMPU on ICT guidelines and infrastructure. Technical 
committees in areas such as security and privacy advise the ICT Steering 
Committee, while individual digital health solutions have governance 
committees with representation from both health and ICT domain areas. 
Dedicated project teams carry out day-to-day implementation activities 
within the programs. The MoH and MAMPU each have a voice in policies and 
guidelines related to digital health. For example, MAMPU defines standards 
for secure data sharing, but the MoH ensures that the sharing of patient data 
between health workers meets MoH privacy guidelines. MAMPU approves the 
MoH’s ICT strategic plan and ensures alignment with the national ICT strategic 
plan. The governance structure for digital health in Malaysia is depicted in Figure 18.

KPIs

• 85% of facilities connected to 1Gov*Net 

• Target of 100% connectivity by 2015 (except rural clinics) 
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Figure 18: Malaysia Digital Health Governance Structure

 

 
 
 
 
 
 
 

 
 
 
 
 

Source: Malaysia Ministry of Health

Funding

Overall funding structure: MAMPU funds shared ICT infrastructure across 
ministries, including connectivity infrastructure used to provide secure Internet 
access to health facilities and government offices. MAMPU is also responsible 
for guidance in technology procurement with increasing input from MoH 
program managers. The MoH is responsible for funding digital health program 
implementation and initiatives. Digital health projects typically consume 
approximately 5% of the MoH capital budget, while approximately 15% to 20% 
of project budgets are directed to operating costs, maintenance and support. 
Overall funding is determined by five-year plans approved by the Ministry of 
Finance. These plans include the MoH’s ICT strategic plan and funding requests 
for specific initiatives. MAMPU must approve these plans. Requesting funds for 
additional ad hoc programs is not encouraged.

Lessons and insights

The need for project management capacity building: MoHs often lack project 
management capacity in implementing ICT solutions and initiatives. To address 
this problem, Malaysia developed a six-month project management program 
for MoH personnel involved in ICT implementation. The program includes 
multiple modules on a range of disciplines, including vendor contract negotiation, 
procurement, Microsoft Project, monitoring and impact evaluation. The MoH-
led program regularly invites experts from other government ministries, thereby 
promoting inter-ministry collaboration and capacity building. “We’ve seen 
our project management improve so much through this. We bring in other 
ministries and agencies, as well,” says Dr. Fazilah.
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Engaging clinicians and bringing resisters on board: “Our biggest challenges 
are still the user, change management and training. And clinical leadership 
is so important! If you don’t get buy-in from the clinicians, the system won’t 
work. We learned from experience,” notes Dr. Fazilah. When projects shift to 
implementation, the introduction of new technologies can be seen by users 
as frightening or challenging. Malaysian leaders developed a two-pronged 
approach: firstly, by creating project committees to advise and provide 
feedback on the design of solutions (members of these committees became 
“super users”, who then trained others), and secondly, by engaging healthcare 
providers resistant to change as leaders in solution deployment efforts. “People 
talk about the 80/20 rule, where you try to get around the 20% of users who 
are likely to resist. But it’s the 20% that are going to bring down the project. 
We’re identifying the 20% early on and making them the leaders,” says Dr. Fazilah. 

Monitoring and evaluation and private-sector engagement are still 
challenges: Despite Malaysia’s long-standing commitment to digital health, 
certain areas remain challenging. For example, in monitoring and evaluation 
(M&E), Dr. Fazilah notes, “We’re still struggling with M&E and how to do it 
effectively. We haven’t really come up with a mechanism for this yet. We’ve 
seen hospitals give up on digital systems and go back to paper or situations 
where the core team involved in an implementation leaves and the project dies 
or loses momentum. How do you keep this when the leader leaves? How to 
keep the fire burning?” Another challenging area is private-sector engagement. 
Involvement of the private sector in developing solutions for the public sector 
is difficult because of the emphasis on the use of low-cost, domestically 
developed technology. The MoH is exploring the use of public-private partnerships 
to increase private-sector contributions and activity in digital health. Health 
ICT collaborative platforms have already been planned and will be launched in 
2017. Likewise, two national-level Steering Committees have been established, 
bringing together a number of key stakeholders in a coordinated manner. 
These early initiatives will build momentum for further collaboration. 
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C) Dedicated digital health    
     agency mechanism

Case studies: Canada, Mali and Norway 
(Hybrid)

In contrast to the government-wide 
digital agency mechanism, the defining 
characteristic of the dedicated digi-
tal health agency mechanism is that it 
operates as an independent unit, with 
dedicated capacity and resources and an 
explicit role in coordinating digital health 
efforts under the purview of government 
representatives. These representatives 
may be on the board of the organization 
or may act as shareholders. The dedi-
cated agency develops the digital health 
strategy with input and guidance from 
the MoH and drives implementation in 
concert with other digital health actors. 
The agency can be structured as a not-
for-profit third-party agency (as Infoway 
in Canada), as a foundation that operates 
autonomously (as the eHealth Founda-
tion in Estonia), as a directorate under 
the MoH (as in Norway) or as an indepen-
dent agency with the MoH participating in 
its executive committee (as in Mali).  

Advantages in executing a dedicated dig-
ital health agency mechanism include: 

Interoperability and a common archi-
tectural design: An enterprise view of 
the digital health blueprint developed by 
a dedicated agency serves as a common 
reference for implementation across 
multiple government units and diverse 
solutions or applications. It guarantees 
and enables interoperability, a clear archi-
tectural framework, and clear protocols 
for vendors and technology partners.

Continuity through changes in govern-
ment leadership: Given that the digital 
health strategy and its implementation 
are independent, this mechanism can 
navigate changes in government and 
ministry leadership. The impact of lead-
ership changes is usually less disruptive 
than in other governance mechanisms.

Market creation and long-term focus: 
Designing and implementing digital 

health systems takes time, a long-term 
vision and sustained investment. The 
long-term view is often at odds with the 
reality of short-term election cycles and 
ministry appointments. The dedicated 
agency can, however, cultivate a long-
term vision and investment strategy that 
encourages long-term participation  
and investment by the private sector 
while ensuring greater continuity in  
the health system.

Capacity and technical knowledge: The 
dedicated agency is responsible for the 
strategy and implementation of digital 
health and has the necessary in-house 
human capacity and technical knowl-
edge. This arrangement simplifies the 
coordination aspect of digital health 
governance and promotes clarity of 
ownership for stakeholders in the  
private and development sectors. 

Challenges and examples of solutions: 

Establishing credibility and account-
ability: separating the dedicated agency 
from the MoH or the government can 
lead to perceptions that the agency lacks 
credibility or accountability. Outsider 
status can cause problems in the areas 
of change management or funding. 
The agency needs to establish itself as a 
credible and legitimate partner for exe-
cuting the national digital health strategy 
and implementing digital health solutions 
and initiatives. 

• Successful solution: Credibility can 
be reinforced through clear and fre-
quent support from government and 
funding partners. The agency also 
needs to have clear transparency 
and accountability mechanisms in 
place to avoid conflicts of interest. 
The Canadian example with Info-
way showcases how these conflicts 
of interest can be addressed by the 
involvement of provincial and terri-
torial authorities in the governance 
mechanism of the country’s dedi-
cated agency. 

Distance from health program require-
ments and the MoH: Separation from the 
MoH can keep the agency at a distance 
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from changes in the national health 
strategy and delay understanding of the 
functional requirements for digital health 
solutions. To address this challenge, 
the dedicated agency leadership must 
ensure that mechanisms are in place to 
keep the agency up to date with health 
program requirements and to enable it 
to coordinate required strategy changes 

accordingly. With digital health expertise 
being built in a separate agency, aware-
ness and skills are not embedded within 
the MoH. This can delay the adoption of 
the digital health strategy within national 
health priorities. Mali, for example, is 
faced with this challenge. 
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Case study: Canada 

Digital Health Snapshot

• Population: 35.1 million

• Strategy Development Timeline:  

1999: Report issued by Advisory Council on Health Infostructure outlining 
vision for transforming Canada’s health information system; Office of 
Health and the Information Highway created as ICT lead

2001: Establishment of and CAN$500 million investment by federal 
government in Canada Health Infoway (Infoway) to accelerate 
development of digital health solutions

2006: Electronic Health Record Solution (EHRS) Blueprint released by 
Infoway, a framework for the development and scaling of interoperable 
record-based solutions

2016: Update to Infoway’s EHRS Blueprint released, covering broader digital 
health landscape and incorporating solutions into health delivery processes

• Implementation Status: Major digital projects have been funded, launched 
and scaled since Infoway inception in 2001. Key solutions implemented 
nationally and within provinces and territories include laboratory 
information systems, drug information systems, a national public health 
surveillance system, telehealth solutions and electronic medical records 
(EMRs). Availability and use of EMRs has increased steadily since 2007, with 
approximately 75% of family physicians now using EMRs, while the number 
of public employees using the country’s public health surveillance system 
increased from 1,000 in 2013 to over 12,000 in 2016.

CANADA:  
Advancing interoperability 

 
Digital health context and catalyst

Formation of a broad government-led information highway initiative: In 
the mid-1990s, the Canadian federal government established the Information 
Highway Advisory Council to examine the use of information technology for 
social and economic transformation across the country. The Advisory Council 
recommended that the federal, provincial and territorial governments focus 
on four key sectors, of which health was one. An Advisory Council on Health 
Infostructure was formed, followed by an authorization and a CAN$500 million 
investment in Canada Health Infoway, an independent non-profit organization 
formed to accelerate development of interoperable health solutions that 
would improve the quality of health service delivery.

Formation of a cross-sector dedicated digital health agency: Canada is a 
federation with multiple jurisdictions, which include a federal Crown, ten 
provinces and three territorial governments. Each jurisdiction and territory is 
responsible for delivering health services. Consequently, Health Canada (the 
federal MoH) may not have been able to promote shared standards across 
the country, and sub-national governments could have pursued independent 
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digital health strategies.  The creation of Infoway as an independent entity 
leading digital health created a mechanism and incentive for all the jurisdictions 
and the private sector. Infoway also facilitated the development of a national 
digital health architecture which could strengthen interoperability.

Roles, responsibilities and decision-making

Government entities and roles: In its first decade, Infoway operated as a 
strategic investor to foster and accelerate development and adoption of digital 
health systems and solutions in twelve investment programs. Jurisdictional 
systems and solutions have compatible standards and technologies aligned 
with Canada’s digital health architecture as defined by Infoway. 

Health Canada is responsible for setting national public health policy and 
standards, while provincial and territorial ministries of health lead the provision 
of health services and provide public health insurance. Digital solutions are 
developed or acquired based on provincial and territorial priorities. 

Governance, cooperation mechanisms and decision-making: Canada’s 
federal government and its ten provinces and three territories are shareholders 
in Infoway. The Deputy Ministers of Health of each jurisdiction are Members 
of the Corporation, giving them a direct role in key strategic and operational 
decisions. A few of these deputy ministers also sit on Infoway’s Board of 
Directors. The Infoway board of directors includes representatives from the 
private sector and academia, as well as three of the fourteen deputy ministers.  
Infoway’s Portfolio Management Office provides project management 
guidance for, and review of, digital health implementations in coordination 
with the provinces, territories and federal government. 

Infoway engages with jurisdictional partners and stakeholders through both 
regional- and national-level approaches.  Regional teams are led by Executive 
Regional Directors responsible for Infoway’s investment portfolio.  The teams 
are composed of investment project managers and experts in enterprise 
architecture, telehealth, change management, privacy and security. As a 
condition of funding approval, these teams assist in: the identification of 
investment opportunities, the qualification and vetting of proposed projects, 
and the review of project deliverables. This regional representation and 
collaboration with Infoway’s stakeholders is seen as a critical factor in the 
success of their investments.

At a national level, Infoway partners with a broad range of stakeholders, 
including IT professionals, vendors, healthcare organizations, clinicians and 
researchers. Meetings are also held regularly with jurisdictional representatives 
accountable for enterprise architecture, health analytics and privacy. 
Infoway also has a clinical engagement team that has established working 
groups comprising physicians, nurses and pharmacists to review and guide 
Infoway’s proposed approaches to digital health. Additionally, to support the 
adoption and effective use of digital health solutions, the engagement team 
has established professional peer leadership networks of clinicians across 
the country. In the area of standards, Infoway funds and manages national 
licensing for several health ICT standards, such as SNOMED CT, LOINC and 



Digital Health: A Call for Government Leadership and Cooperation between ICT and Health62

HL7. Infoway ensures that these standards are current and oversees Canadian 
adaptions or subsets.

KPIs

• 139,000 clinicians are active users of electronic health records

• 600,000 teleconsultations were held between physicians and patients  
in 2015

• In 2016, 11,000 patients, families and caregivers were enrolled in projects 
enabling them to view health information, book appointments or consult 
with providers online

• CAN$200 million identified in measured benefits, such as improved quality 
of care, safety, access, and productivity, from outpatient EMRs in 2015

• 12,000 public employees used national public health surveillance systems 
in 2015

• An estimated CAN$16 billion identified in cost savings and efficiencies from 
use of EHRs and EMRs since 2007 (see chart on page 19)

Funding 

Overall funding structure: Infoway does not receive annualized funding. It 
receives periodic budget allocations based on general budget availability. It has 
received six federal grants totaling CAN$2.15 billion since 2001. Traditionally 
Infoway has co-invested in digital health projects with the provincial and 
territorial health authorities using a gated funding approach that provides 
payments when agreed milestones are met. 

Infoway often works with provincial and territorial health authorities to identify 
potential projects. The authorities then develop formal proposals to submit 
to Infoway for consideration. Infoway then determines the eligibility of these 
proposals and manages project funds which are invested jointly by Infoway 
and these jurisdictions. Given that Infoway’s investments cover 80% of eligible 
costs and that not all costs are eligible for reimbursement, Infoway’s public 
sector partners have also invested approximately half of fully loaded project 
costs bringing the total investment in digital health to CAN$4.2 billion. Unspent 
funds are returned to Infoway and reinvested in other projects. Infoway’s use of 
funds is subject to federal audit oversight. 

Infoway generally does not fund network infrastructure or acquisition of 
hardware or operating systems. These infrastructure capital investments 
require the jurisdictions to self-fund or work with other Canadian federal 
ICT investment programs. Infoway also does not fund related projects within 
federal ministries or departments. It does, however, support implementation of 
digital health solutions with indigenous populations by approving funding for 
jurisdictionally led projects through collaboration with the federal First Nations 
Inuit Health Branch of Health Canada and the Assembly of First Nations.
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Infoway’s foundational investments have laid the groundwork for a new wave 
of innovation in digital health. Infoway and its partners are now focusing 
on transforming health care in Canada through digital health innovation. 
This includes: promoting medication safety through e-prescribing; scaling 
and spreading innovative solutions that have demonstrated the greatest 
potential; connecting Canadians with their health information so they 
can actively manage their health and wellness; and continuing to provide 
thought leadership in things like solution architecture, clinical interoperability, 
standards, and privacy and security.

Lessons and insights

Building credibility by demonstrating impact: Infoway measures the impact 
of its investments in digital health. Infoway estimates cost savings of CAN$16 
billion and greater efficiency of the Canadian healthcare services delivered 
since 2007. A study by the Conference Board of Canada found benefits beyond 
health. The CAN$500 million in Infoway funds allocated in 2010 created 
CAN$1.48 in added GDP for every dollar invested in increased job creation and 
tax revenue. 

The evidence generated by Infoway provides a case for continued investment 
in digital health. This focus on results and impact has also helped to 
demonstrate Infoway’s value to provincial and territorial governments who 
now see it as a valued partner. The evidence of cost savings continues 
to encourage the federal government to provide funding for Infoway to 
accelerate purpose-specific health IT and innovation projects. As a result, 
Infoway has continued to fulfill its mandate well beyond its originally planned 
lifespan of five to seven years.

Leveraging informal mechanisms for ICT harmonization: The involvement 
of federal, provincial and territorial ICT agencies in Infoway’s projects and 
activities is limited, largely due to Canada’s federal political structure. While 
eGovernment portals for the federal and provincial governments exist, they 
are limited in scope and mandate compared to eGovernment agencies in 
countries such as Estonia. Provinces and territories, as the entities responsible 
for delivering health services, maintain and enforce their own ICT standards 
in digital health projects, thereby limiting interoperability between these 
jurisdictions and the federal government. Infoway has instead relied on 
informal mechanisms to promote the use of appropriate ICT standards and 
guidelines among its partners in governments at all levels. It participates in 
the Information Technology Association of Canada, an industry association 
that comprises leading Canadian health ICT providers and thereby promotes 
consensus on standards for the private and public health sectors. It also advises 
its government partners on issues related to standards, security and privacy.

Creating a common technical architecture while allowing customized 
solutions: Infoway started with a focus on EHRs. Its objective was to enable an 
integrated view of patient/client data across healthcare services and providers. 
It has taken an enterprise architecture approach. It is responsible for creating 
and promoting a common business and technical architecture that is accepted 
across jurisdictions and by vendors. Infoway has also established clear privacy 
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and security protocols that all vendors must follow. The common architecture 
enables each jurisdiction to create a network of interoperable EHRs or other digital 
health solutions that link multiple points of healthcare. The architecture also 
allows design and implementation of digital solutions that are context specific 
and tailored to meet the needs and priorities of specific regions or provinces.
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Case study: Mali 

Digital Health Snapshot

• Population: 16 million

• Strategy Development Timeline:  

2008: Creation of National eHealth Agency (ANTIM) 

2012: National Country eHealth Survey and Assessment 

2013: eHealth Policy and Strategic Plan for 2014–2020 drafted

2014: Adoption of National eHealth Agency Roadmap 2014-2018

2014: Adoption of the National Health Policy 2014–2023 

• Implementation Status:  Implementation of national HIS repository 
database on DHIS2, implementation of real time mobile phone information 
system for Integrated Disease Surveillance and Response (IDSR), and  
various eHealth applications.

MALI:  
Dedicated digital health agency cooperating 
with government-wide digital agency

 
 
 
 

 

 

 
 
Digital health context and catalyst

Experience with individual solutions: Mali initially recognized the need 
for a comprehensive digital health strategy through its experience with 
implementing individual initiatives in digital health. These initiatives included 
consultations with the Toulouse-based European Institute of Telemedicine in 
neurosurgery and remote training in epidemiology for Malian doctors using 
telemedicine in 1996. The eHealth and telemedicine agency of Mali, Agence 
Nationale de Télésanté et d’Informatique Médicale (ANTIM), was created in 
2008.  Much has been accomplished since then, such as the wider use of 
informatics with one thousand computers used by healthcare providers. 
Interoperability, however, remains a challenge. Ousmane Ly, Executive Director 
of ANTIM, notes, “Harmonization is necessary at the early stage of equipment 
and software acquisitions and installment to ensure cohesion in standards. We 
need data and information to be easily accessible and efficiently exchanged.”  

Creation of ANTIM: ANTIM is a publicly owned institution with a scientific ICT 
focus and is a sub-agency reporting to the MoH. It is responsible for promoting 
and developing digital health initiatives and medical informatics, which 
includes research, training and technical support of digital health solutions. 
ANTIM is also responsible for harmonizing and standardizing processes, 
procedures and software. Its staff of thirty-one includes IT professionals, 
engineers, physicians and support staff.  

ANTIM implements telemedicine solutions, reinforces information systems for 
hospitals, provides continuing education via ICTs and promotes use of ICTs 
for healthcare professionals. In addition, ANTIM designs ICT solutions for the 
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MoH in areas such as intranet and online data services for the MoH Datacenter. 
The secured data management information system developed for the MoH 
by ANTIM will centralize all the national health system data. ANTIM also 
coordinates and promotes mHealth solutions by convening stakeholders once 
a month to an mHealth working group.

Governance, cooperation mechanisms and decision-making

ANTIM’s Executive Board, presided by the Minister of Health, defines the 
strategic direction and makes the executive decisions that the ANTIM staff 
and management team propose in order to advance digital health solutions. 
Members of the ANTIM Executive Board include representatives from the 
Ministry of Communication, Mali’s eGovernment agency (AGETIC-Agence 
des Technologies de l’Information et de la Communication), the Ministry 
of Finance, the ministry in charge of social security and health insurance, 
hospitals, ICTs in the private sector, patient associations and civil society.

ANTIM’s Executive Director is also a board member of AGETIC. AGETIC is 
responsible for all eGovernment initiatives and manages and coordinates 
government e-services provided to the population. ANTIM participates in 
the AGETIC working group on digitization of the public administration and 
eGovernment activities and was the main contributor to the health solutions of 
the Mali Digital Plan for 2020. 

ANTIM convenes scientific and technical committees in which the relevant 
organizations participate (with similar organizational representation in the 
executive board of ANTIM but at an operational level); expert groups develop 
standards and regulation in digital health.

The Health Information System Working Group holds a quarterly meeting 
attended by all government officials involved in digital health (Ministry of 
Health, AGETIC, ANTIM), as well as by representatives of private and civil 
society sectors.

Software and infrastructure sharing: AGETIC acts as an ICT government-wide 
digital agency and is responsible for developing the fiber-optic infrastructure 
and for storing and centralizing the health data generated by ANTIM’s 
eGovernment data center projects. ANTIM uses software provided by AGETIC, 
such as the internal public administration sharing tools to manage archives and 
electronic correspondence. There are currently two physically connected data 
centers: one at AGETIC and the other at ANTIM.  All government data storage 
is centralized in the AGETIC data center but ANTIM’s digital health applications 
run on ANTIM’s servers where health data is also stored.  Mali operates a 
distributed infrastructure whereby data from hospital servers are saved on a 
daily basis in ANTIM’s data centers, partly in order to deal with connectivity and 
electricity power outages. 
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KPIs

Select indicators from the 2014–2018 ANTIM Roadmap: 

• Six university hospitals, six regional hospitals, sixty-five district hospitals and 
1,350 rural health units  to use eHealth tools by late 2018

• Health data warehouse established in 2014

• Will have implemented six additional eHealth initiatives and training 
initiatives by 2018

• Will have established comprehensive health data standards by 2018

Funding 

ANTIM requests budgets and funds from the budget department. These 
funds are used also to implement specific digital health solutions. For certain 
projects, such as the deployment of DHIS2, external support from international 
agencies is provided. 

ANTIM’s budget increased from €100K in 2009, to €400K in 2010 and to €1 
million in 2016 (in addition to a €1.5 million investment in real estate). 

Lessons and insights

Comprehensive adoption of digital health: Although having an independent 
agency has many advantages, such as independent resources, technical 
expertise and continuity across election cycles, the MoH has not fully 
integrated digital health into the overall health strategy and priorities. Since 
digital health expertise resides outside the MoH, the committees with MoH 
representation and coordination are important. 

Continued donor fragmentation and lack of interoperability: Mali receives a 
significant degree of development assistance for health and, as a result, there 
are a number of digital health solutions and initiatives focused on specific 
diseases. The funding institutions generally come with their own set of tools 
and systems and are not integrating with the standards and architecture that 
are in place. The result is that when the funding cycle ends, the country is 
unable to sustain and support the required projects. There are, for example, 
eleven different mHealth initiatives for maternal and child health that are 
funded by different institutions in Mali. Most of these institutions use their 
own tools and systems which are not interoperable with the current systems 
used by ANTIM.  Although there is an existing digital health agency and an 
eGovernment office, much progress still needs to be achieved with regard to 
coordination and harmonization. 

Peer networks and international bodies: The support of international bodies 
and networks has been instrumental at all stages. Mali used the WHO-ITU 
Toolkit to develop its digital health strategy and participates actively in all 
meetings and workshops related to digital health organized by WHO and 
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ITU. Mali is also an active participant in all eHealth meetings organized 
by Organisation Ouest Africaine de la Santé-OOAS (West African Health 
Organization-WAHO), and is participating in the creation and development of a 
peer-network organization for digital health, African Network for Digital Health, 
which is supported by PATH. Mali is also a member of the African Center for 
eHealth Excellence, where collaboration is currently focused on developing a  
training curriculum for digital health operations management together  
with eight African universities. 
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Part 3: Crosscutting 
Challenges and 
Considerations

The case studies in this report 
illustrate the importance of committed 
government leadership and the way in 
which governance mechanisms and 
intragovernmental cooperation can 
be achieved between ICT and health 
sectors when developing and executing 
a national digital health strategy. 
Challenges identified across the different 
governance mechanisms include: 
engaging and managing stakeholders, 
financing the implementation of the 
digital health strategy and solutions, 
and building the required technical 
capabilities and human resources. One 
way of addressing these challenges 
is to leverage the experience of other 
countries and regional peer networks in 
digital health. These considerations are 
not exhaustive but hold crucial lessons 
for countries that are operationalizing 
digital health strategies. 

Stakeholder Management

Bringing together multiple stakeholders 
from overlapping domains is a complex 
and time-consuming undertaking. For 
example, domains to be considered 
when developing and executing 
a national digital health strategy 
include clinical health guidelines, ICT 
infrastructure, standards, monitoring  
and evaluation, health workforce 
training, and data privacy and security. 
Stakeholders can be academics, 
donors, health professionals, patients, 
professional associations, multilateral 
organizations, NGOs, partner countries, 
private-sector organizations and patient 
representatives.

A country’s context will dictate which 
stakeholders are brought in and at what 
stage. However, engaging with multiple 
stakeholders from both the ICT and 
health fields throughout the process is 
critical. Coordination with stakeholders 
helps to ensure that the deployment and 
testing of digital innovations designed by 
organizations outside the government 
align with and support the national digital 
health framework and help to avoid 
fragmentation. Providing a forum for 
discussion and decision-making with 
stakeholders is needed at both leadership 
and management levels. Leadership in 
the health and ICT sectors, as well as a 
well-defined governance framework, 
can help to align external stakeholders 
and sectors. 

Stakeholder management is especially 
important, since digital health solutions 
often change the way care is being 
delivered and received. Engaging 
healthcare providers, professional 
associations, and stakeholders in 
charge of delivering health services will 
increase the chances of adoption for 
long-term success and the adoption of 
the necessary changes. For example, 
the Malaysia case highlights how one 
of their biggest challenges was change 
management and training of users. 

Malaysian leaders created project 
committees of healthcare professionals 
to advise and provide feedback on the 
design of solutions. The committee 
members then helped to train other 
healthcare professionals. Subsequently, 
they chose to focus on engaging and 
convincing healthcare professionals who 
were particularly resistant to change but 
who then became leaders in deployment 
of digital health solutions. 
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“The complexity and number of eHealth stakeholders can be overwhelming and is 
yet fundamental in bringing coherence in the ecosystem. It has been a pleasure to 
see different sectors of society, often with competing agendas, coming together to 
make eHealth work for the people.” 

 Dr. Alvin Marcelo, Executive Director, Asian eHealth Information Network (AeHIN)
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In Norway, a Health Professional and 
Architectural Advisory Board created 
a forum where healthcare providers 
could interact with technology experts 
to ensure that digital health solutions 
adhered to best practices and established 
standards. The complexity of stakeholder 
management is reflected in the multiple 
boards and coordination bodies, as 
well as by the active participation of 
healthcare providers, professional 
associations, regional health authorities 
and municipalities. The development 
and periodic maintenance of a ministry-
led national inventory of investments 
in digital systems can provide a 
coordination and management 
mechanism that ensures efficiency. 

Stakeholder engagement can also foster 
innovation and leverage expertise and 
implementation capabilities. Bangladesh, 
for example, has a strong NGO sector 
with long-standing organizations, such 
as BRAC, dedicated to large-scale 
projects which aim to combat poverty, 

and the Grameen Foundation. The 
government engaged with BRAC to scale 
a large health program using behavior-
change SMS messaging. Community 
health workers administered the WHO-
recommended DOTS (directly observed 
treatment, short course) to 87,000 TB 
patients. The treatment was effective in 
95% of the patients.

In Chile, the creation of a participatory 
and inclusive forum for discussion with 
stakeholders, along with a clearly defined 
governance framework, stimulated 
the political will to build an integrated 
national telemedicine framework 
and network, as well as a national 
digital health policy. The participatory 
process resulted in the creation of 
a working group and a board made 
up of representatives from various 
governmental divisions and health 
services.  The working group and board 
validated a work plan in 2016.
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Case study: Norway 

Digital Health Snapshot

• Population: 5.2 million

• Strategy Development Timeline:  

2012–2013: Parliament White Paper for the vision of One Citizen –  
One Record 

2014–2015: Study and analysis of the vision 

January 2016: Norwegian Directorate of eHealth established

June 2016: Ministry of Health and Care services announces support for the 
direction of development in One Citizen – One Record

• Funding: Approximately €750 Million in 2016 for the Directorate of eHealth, 
the Directorate of Health and the Regional Health Authorities. Currently, 
each stakeholder has independent funding although sharing of resources is 
expected for harmonization. 

NORWAY:  
Coordinating an ambitious EMR plan

 
 
 
 

 

 

 

Digital health context and catalyst

Recognition of continuing interoperability challenges: Although digital 
health has been relatively well adopted in Norway, challenges remain 
in interoperability and harmonization. The IT solution landscape is very 
fragmented and many solution areas need reinvestment. The government of 
Norway estimates that most of the seventeen thousand EMR installations for 
different health providers lack interoperability. A political consensus arose to 
address this fragmentation. The goal of the government is to create effective 
and robust healthcare services. The government will use digitization to achieve 
a more user-oriented public service and the adoption of digital health solutions 
proposed by stakeholders across primary, secondary and tertiary levels of 
the healthcare system. Stronger governance and coordination are needed 
to ensure that more than one stakeholder covers different levels (central, 
regional etc.) within the health administration. Strong support from the central 
government is needed to work across agencies and municipalities to develop 
and implement digital health solutions that can be used across the systems. 
Health ICT has enjoyed strong support from all areas of the political spectrum 
and particularly from government leadership. Convinced of the value of digital 
health, leaders have sustained their efforts despite changes in the political 
landscape. Norway’s national digital health strategy aims to develop a common 
national solution for managing clinical documentation, workflow support and 
patient administration. This aim prompted the creation in January 2016 of the 
Norwegian Directorate of eHealth.
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Vision and approach for EMRs 

The new EMR strategy will involve many independent projects to be 
implemented at different levels of government. The Norwegian Directorate of 
eHealth is responsible for national coordination.

The objective of the new strategy is:

• to give healthcare personnel access to patient and user information 
encapsulating the patient’s complete trajectory, wherever the patient 
becomes ill or receives treatment;

• to ensure that support of decision-making is part of the EMR user experience;

• to give citizens ready access to secure digital services; and

• to make data available to improve health monitoring, governance and research. 
Reporting should be automatic and an integral part of the work process.

The ultimate objective is to have a common national solution for clinical 
documentation, workflow support and patient administration. To achieve 
this objective, the active participation of stakeholders, such as healthcare 
providers, professional associations, regional health authorities and 
municipalities, will be required.

Governance, responsibilities and decision-making

The Norwegian Directorate of eHealth provides coordination and digital 
health advocacy at the national level. The Directorate reports to the Ministry of 
Health and Care Services and is responsible for ICT standardization to ensure 
interoperability. The Directorate also develops and manages national digital health 
solutions, such as EMR, ePrescription, Patient Summary Records and the National 
Health Portal, and serves as the main advocacy vehicle for eHealth in Norway.

To coordinate digital health stakeholders, the Norwegian government 
established three national governance bodies:

• National Advisory Board for eHealth, which encompasses health specialists, 
primary- and public-care general practitioners and other stakeholders and 
advises on all digital health matters. 

• National Forum for Portfolio Management, which defines the national digital 
health priorities, aligns participation of stakeholders and provides resources 
for coordinated actions.

• Health Professional and Architectural Advisory Board (NUFA), which works 
with healthcare providers and technology specialists to ensure that digital 
health projects fulfill the tenets of best practices and established standards.

In addition, the Norwegian Data Protection Authority provides input to the 
Directorate of eHealth on embedding security and privacy in digital health 
programs and architectural blueprints.
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ICT and health coordination: Norway has seven common national ICT/digital 
components managed by four different government agencies and the Digital 
Health Directorate sits on the board of each of these seven components. Four 
of these seven components are managed by the Agency for Public Management 
and eGovernment (DIFI), which reports to the Ministry of Local Government and 
Modernization. 

Intragovernmental cooperation between DIFI and the Norwegian Directorate of 
eHealth includes:

• representatives from the Directorate of eHealth participate in the 
governance board of all seven common ICT components, which includes 
the electronic identification platform (eID-a central element of the national 
health portal) as well as SKATE, the coordinating council for eGovernment 
services provided by DIFI.

• representatives from the Directorate of eHealth who participate in the 
governance board for the electronic identification platform, one of the seven 
components of ICT and a central element of the national health portal, as 
well as SKATE, the coordinating council for eGovernment services provided 
by DIFI. 

Lesson and insight 

The drive to develop a comprehensive EHR, the One Citizen – One Record 
vision, revealed ongoing challenges in solution interoperability and prompted a 
thorough effort to remake Norway’s digital health governance.

Figure 19: Norway Digital Health Governance Structure

 

 
 
 
 
 
 
 

 
 
 
 
 
 

Source: Norway Directorate for eHealth
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Financing

Establishing sustainable sources of 
funding to support digital health is a 
challenge, even in high-income coun-
tries. Digital health may not immediately 
have a return on investment (ROI) or 
health impact and there are signifi-
cant capital expenditures required to 
develop the necessary infrastructure 
and systems.41 Common funding chal-
lenges include fluctuations in health 
ministry budgets, competing priorities 
and initiatives across agencies, short-
term budget cycles that are not aligned 
with long-term health system goals and 
investments and, in some countries, 
over-reliance on external donor support. 
The lack of solid clinical-outcome evi-
dence as well as proof of ROI for digital 
health previously cited in this report can 
deter governments from justifying signif-
icant initial capital investment or ongoing 
operating costs. That is one reason why 
KPIs and impact measurement of health 
outcomes, which can demonstrate ROI, 
are so important.  

Committed government leaders can 
strengthen sustainable financial support 
and resources for a digital health strategy 
and can establish dedicated, credible and 
resourced governance structures, which 
will in turn help to build strong manage-
ment teams and competence. 

Some pertinent findings from the 
research and expert interviews under-
taken for this report include: 

• Total cost of ownership (TCO) 
modeling to determine capital and 
human resource expenditures: 
Digital health systems and solutions 
have often failed because costs of 
building and maintaining them were 
underestimated. Financial sustain-
ability can only be achieved when 
stakeholders are aware of the true 
cost of building, deploying and main-
taining these systems and can carry 
out TCO modeling. These efforts 
often reveal that the costs of hard-
ware and software, which are often 
assumed to be the costliest elements 

of digital health deployment, are 
dwarfed by the costs of other ele-
ments such as human resources, 
training and technical support. 

• Sustainable business models: 
Government leaders can form part-
nerships with the private sector and 
social entrepreneurs to develop 
financially sustainable business 
models. Digitizing reimbursement 
of insurance claims is another way 
of working with insurance part-
ners. In the Philippines, the eClaims 
health reimbursement system devel-
oped and deployed by the national 
insurer (PhilHealth) has been critical 
to bolstering efforts to include pri-
vate-sector health providers in the 
quest to achieve UHC. In Brazil, the 
Siga Saude system in the state of Sao 
Paulo has integrated provider pay-
ments into its comprehensive digital 
health resource management system. 

• Creating long-term sustainable 
funding mechanisms: Some LMICs 
face severe constraints in both fund-
ing and capacity for digital health 
implementation and must rely largely 
on external funding. Donors often 
fund projects that do not take into 
account a country’s priorities, a 
situation that contributes to frag-
mentation. Mali shows how donor 
funding has exacerbated its interop-
erability problems. 

Alternative national funding sources 
can be developed with public-private 
partnerships, innovative financing 
mechanisms and cooperation mech-
anisms that strengthen local capacity. 
An innovative funding mechanism 
was recently implemented in Pakistan 
using the country’s Universal Service 
Fund (USF). USF is a fund that pools 
taxes collected from telecom oper-
ators in order to increase access to 
connectivity and mobile services for 
remote and disadvantaged segments 
of the population. Pakistan used the 
funds to develop telemedicine net-
works throughout the country. 
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The Philippines is currently pilot-
ing a tobacco cessation program 
(mCessation) using mobile technol-
ogy in partnership with Be He@lthy 
Be Mobile, an initiative led by the 
WHO and the ITU. The Department 
of Health plans to use revenues from 
a sin tax on tobacco as a source of 
funding to support the program if 
nationally scaled. Mexico is exploring 
a similar approach on sugary drinks 
to fund an mHealth initiative to pre-
vent diabetes and obesity (mSalud).

• Leveraging donor support produc-
tively: External funding resources 
for digital health programs can also 
support long-term financing needs 
if they are configured in a way that 
strengthens workforce capacity 
and transition. In Malawi, the Bill 
& Melinda Gates Foundation pro-
vided the initial financial needs of 
the Kuunika Initiative which aims to 
integrate HIV data systems with a 
view to improving the use of data 
in clinical care and service deliv-
ery. The initiative provided financial 
resources to strengthen the overall 
capacity of a management team 
with digital expertise to operate in 
the MoH and also to develop gover-
nance mechanisms, such as steering 
committees and TWGs, which would 
build digital health expertise within 
the MoH. Rwanda offers an example 
where donors have aligned with the 
country’s standards and priorities and 
where the government includes donor 
organization participants in TWGs and 
regular coordination meetings. 

• Aligning digital health funding 
with program funding: While digital 
health programs require some level 
of shared resources and infrastruc-
ture to be effective, the creation of 
digital health units or agencies may 
be seen as potential competitors of 
other programs. In Rwanda, requests 
for funding for digital solutions are 
dealt with under the existing relevant 
programmatic area such as HIV or 
maternal health, thereby allowing 
the leaders of these programs to 

advocate for digital health solutions 
without being seen as competitors of 
other programs.

Workforce and Capacity 
Building

Governance mechanisms are only as 
strong as the availability of human and 
technical resources to implement the 
digital health strategy. Capacity build-
ing is needed not only to strengthen 
healthcare providers’ technical literacy 
and management capabilities, but also to 
boost the capacity of ICT professionals 
to manage, maintain and improve the 
system through a dedicated digital health 
program management team or unit. In 
many countries, experienced project 
managers are in high demand and short 
supply, particularly those working in 
digital health such as health IT special-
ists, medical informatics experts and IT 
experts who also possess a deep under-
standing of the healthcare system and 
the end-users needs. 

As a result, the development of long-
term capacity-building programs by 
government and non-government lead-
ers is required to ensure that necessary 
skills are in place. As implementations 
progress, leaders need to support 
managers, analysts and clinicians 
with continuing education, financial 
resources, and clear and consistent 
oversight and expectations. Strategies 
include assessments of core compe-
tencies before the digital solutions are 
integrated into the health system. They 
also include ICT training programs for 
healthcare workers and ICT profes-
sionals, the development of incentive 
mechanisms to encourage workforce 
development of health ICT skills and 
competencies, and the accreditation of 
health ICT training curricula.

The case studies included in this report 
demonstrate how different governance 
mechanisms supported the develop-
ment of program management capacity, 
specifically by creating a dedicated pro-
gram management team or unit uniquely 
mandated to develop and implement 
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the digital health strategy. Malaysia, for 
example, recognized the dearth of skills 
in this area and developed within the 
MoH a specific course on program man-
agement dealing particularly with ICT 
domains, such as software applications 
and vendor negotiation and procure-
ment. Nigeria and the Philippines both 
had their digital health teams trained in 
COBIT 5, a leading framework for man-
aging enterprise IT. 

Leveraging private-sector expertise is 
another potential strategy. When Esto-
nia’s eHealth Foundation, housed within 
the Ministry of Social Affairs, began work 
on HIE, a private-sector firm further 
developed and maintained the system. 
Similarly, Belize deployed a comprehen-
sive EMR-based resource management 
system which it had procured from a 
Canadian company and which complied 
with the country’s health system and pri-
vacy requirements.  

Global Benchmarks for  
Comparisons and Lessons

Irrespective of the governance mech-
anism and country context, the case 
studies and research presented here have 
pointed out the complexity of develop-
ing and implementing a digital health 
strategy. Understanding the successes 
and failures, applying best practices, 
and gleaning trends from other coun-
tries as well as from global institutions 
and expert bodies should provide an 
opportunity for countries to replicate the 
successes and avoid the pitfalls. 

ITU and WHO are important facilita-
tors. Both organizations develop and 
share best practices and standards on 
digital health and work directly with 
government agencies in the health and 

ICT sectors. The WHO-ITU Toolkit is an 
important resource as countries develop 
and refine their digital health strategy, 
their action plans and their monitoring 
and evaluation frameworks. In 2005, 
WHO launched the Global Observa-
tory for eHealth42 which provides useful 
information for governments on eHealth 
evolution and global trends. WHO is 
currently in the process of developing 
guidelines on evidence-based rec-
ommendations for the use of digital 
interventions for strengthening health 
systems. These guidelines will facil-
itate country–level prioritization of 
digital investments. Additionally, within 
the Health Data Collaborative global 
mechanism, WHO supports countries 
developing an inventory of digital health 
investments for use in government plan-
ning through the Digital Health Atlas.

Regional platforms for peer-to-peer 
learning are also critical. AeHIN was 
established in 2011 to strengthen peer-
to-peer learning and knowledge sharing 
in the South, East and Southeast Asia 
regions with significant support from the 
WHO South-East Asia Region. AeHIN 
provides guidance on leadership, sup-
ports policy and standards, expands 
the exchange of knowledge and imple-
ments capacity building practices. 
In Latin America and the Caribbean, 
PAHO, through their Regional Program 
on Digital Health, coordinates a net-
work of high-level officials in charge 
of digital health issues, thereby facili-
tating an assessment of country level 
needs and the exchange of knowledge 
and experiences between countries. In 
sub-Saharan Africa, there are multiple 
digital health learning networks through 
which participants learn from each other, 
document best practices and develop 
digital health plans to be implemented 
in their home countries.43 As part of 
the new USAID-catalyzed digital health 

“Our biggest challenge is still the user change management and training. If you don’t 
get buy-in from the clinicians, the system won’t work.” 

 Dr. Fazilah Shaik Allaudin, Director of Telehealth Division, Ministry of Health, Malaysia
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initiative, PATH and its partners, drawing 
on the successes of AeHIN, will advocate 
for and support additional investments 
to strengthen regional capacity building 
in sub-Saharan Africa. A strong African 
digital network has the potential to play a 

key role in the development and imple-
mentation of digital health strategies and 
in promoting a digital health community 
of practice and peer-to-peer learning 
across the continent.
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Part 4: Key Observations 
and Conclusions

As evidenced by the case studies in this 
report, the catalyst for developing a 
national digital health strategy may be 
different in each country. In Rwanda, 
Malaysia and Canada the impetus 
for digital health efforts came from 
ambitious national ICT or broadband 
plans. In some cases, these broadband 
plans came from even wider economic 
development plans, such as Rwanda’s 
Vision 2020 or Malaysia’s Plan for 
Social and Economic Transformation. 
In Nigeria and the Philippines, leaders 
committed to the notion that ICT could 
accelerate their UHC goal.

The three key observations and best 
practices that were identified across all 
case studies were

1. Sustained senior government 
leadership and committed financing 
for digital health are prerequisites 
for a successful national digital 
health strategy

Initiating and operationalizing a 
national digital health strategy can take 
several years, implying a long-term 
commitment. A strong vision supported 
by senior government leadership that 
can articulate the value and potential 
impact of digital health and ensure the 
buy-in and alignment of stakeholders is 
required. Endorsement and leadership 
across sectors are needed, both from 
health leaders who recognize the 
transformative potential of ICTs in 
healthcare and from ICT leaders who 
understand the potential of digital 
technology to address health challenges. 
Commitment from those leaders 
can consolidate sustainable financial 
support and the resources for a digital 

health strategy. It will also prompt the 
establishment of dedicated, credible and 
resourced governance structures which  
can help to build strong and competent 
managerial teams. 

For example, integrating ministers of 
health and ICT within digital health 
steering committees, as Rwanda, 
Nigeria and the Philippines have done, 
provides strong leadership. Ensuring 
that senior level leaders enable effective 
and timely decisions when digital health 
initiatives face problems is also essential. 
Estonia and Bangladesh strongly support 
digital health, as evidenced by the fact that 
their digital health proponents sit in the 
Prime Minister’s Office.

2. Effective governance mechanisms 
that engage stakeholders, who have 
clearly defined roles, can help to 
ensure efficient decision-making for 
a national digital health strategy.

Governance mechanisms formalize 
decision-making and provide a forum 
for discussion. They bring together 
leaders and stakeholders from 
overlapping domains. They clarify how 
and when external stakeholders, from 
the private sector or the development 
community, can provide input, and they 
promote the drafting of a digital health 
strategy by creating management units. 
In developing the strategy, clarifying 
and codifying organizational roles 
can be used as a basis for governance 
structures and domain ownership. 

Nigeria’s example shows the value of 
defining such governance mechanisms 
early on and creating a dedicated 
program management team to engage 
with multiple stakeholders in adopting 
the digital health strategy. Clearly 
defined governance bodies helped 

“The single greatest success factor is having a strong regional or country champion. 
Leadership is one element that can make or break electronic health information 
systems.” 

                          Dykki Settle, Director of the Digital Health Solutions Program at PATH
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to engage both the ICT and health 
government entities in formalizing 
their respective roles. A digital health 
ICT steering committee, chaired by 
the Minister of Health and the Minister 
of Communication, provides strategic 
direction for digital health. Because of 
the country’s federal structure, specific 
attention was also paid to defining 
governance mechanisms at state levels 
via state eHealth committees. 

The Philippines, Rwanda and Malaysia 
case studies all demonstrate how 
different steering committees and 
Technical Working Groups (TWGs) 
provide well-defined governance 
mechanisms. The steering committee, 
which often includes the health and ICT 
ministries, sets overall direction. The 
committees are supported by TWGs 
that have specific mandates in different 
domain areas, such as data standards, 
privacy and security.

3. A national ICT framework that 
facilitates alignment between 
health and ICT sectors can promote 
connectivity and interoperability, 
establish common standards, and 
enable appropriate policies and 
regulations in digital health.

Digital health lies at the intersection of 
health and ICT. A strong government-
wide ICT framework will enable shared 
capital investments, rationalized resource 
allocations, and leveraged workforce 
capabilities between government entities, 
while at the same time avoiding duplication 
of solutions. Coupling digital health 
efforts to national ICT frameworks, such 
as national broadband plans or national 
digital plans, can enhance cooperation. 

While the MoH leads the digital health 
strategy, ICT agencies need to support 
the health sector’s prioritizing efforts. 
Dual expertise is needed in technology 
and health, and there is also little doubt 
that greater dialogue and cooperation 
between the health and ICT sectors 
will result in more effective use of 
investments and funding. For example,  
for digital regulation to be effective, 
health experts familiar with patients’  
rights should work with ICT regulation 
experts who are experienced in data 
protection and security.  

In Rwanda, the national broadband plan 
was linked to the digital health strategy 
and thereby enabled the establishment of 
an ICT regulatory and legal framework. 
The leading ICT government agency, 
the Ministry of Youth and ICT, provides 
guidance to the health authority, the MoH, 
on technology procurements, and the 
Ministry of Youth and ICT is responsible 
for approving all MoH hardware and 
hosting requests for digital health solutions. 

Digital health initiatives can greatly benefit 
from an overarching eGovernment 
architecture which defines the common 
sets of data security and privacy 
standards or facilitates interoperability. 
The eGovernment architecture can help, 
for example, to link data managed by 
different ministries to a unique identifier 
number. Such a system can make sure 
that government welfare funds are 
provided to people complying with 
eligibility criteria or that EMRs are linked 
to birth and civil registration records using 
unique national identifiers. In Estonia, 
the ambitious eGovernment strategy 
launched in 2000 enabled a health 
information exchange (HIE) that facilitates 
solution interoperability through an 

“Our plan is to operationalize the eHealth strategy with leadership from the Federal Ministry 
of Health, and with a specific focus on governance. We have come to the conclusion that 
the lack of appropriate governance is possibly the greatest challenge to the application 
of technology in health.”

    Olasupo Oyedepo, Project Director ICT4HEALTH Project  
                (Health Strategy and Delivery Foundation), Nigeria 



Digital Health: A Call for Government Leadership and Cooperation between ICT and Health 83

integrated electronic health record 
(EHR) system. These initiatives rely on a 
government-wide ICT architecture and a 
national universal identification system.

In Norway, cooperation between the ICT 
and health authorities is established in 
all boards and working groups, including 
the MoH, the DIFI, and the Ministry of 
Local Government and Modernization, 
which oversees the country’s ICT policy. 
Another example is Mali’s eHealth 
agency (ANTIM) which works in close 
cooperation with AGETIC, the country’s 
ICT agency, and stores health data on 
the national server at AGETIC. 

A national broadband plan, typically 
led by the Ministry of Communication 
or ICT, can support the eGovernment 
strategy as well as the eHealth strategy. 
Experience shows that when broadband 
plans and eGovernment initiatives are 
developed and include the health sector, 
the result is greater coherence and 
synergy and more effective national 
eHealth strategies. Rwanda exemplifies 
how a national digital health strategy can 
be effectively integrated into the overall 
broadband and digitization plan of the 
country. In some countries, broadband 
plans define the frameworks with 
which a country will connect hospitals, 
clinics and care centers. It is clear that 
more effective use of investments and 
funding can be achieved by stronger 
cooperation and dialogue between the 
two sectors of health and ICT. 

In some cases, digital health can act 
as a catalyst to the overall broadband 
strategy of a country. In the Philippines, 
the digital health strategy launched in 

2010 triggered a need for common 
standards and interoperability beyond 
health and catalyzed efforts on 
broadband expansion in the country. 
This prompted the creation in early 
2016 of the Department of ICT. The 
Department of Science and Technology, 
a member of the eHealth Steering 
Committee and TWG, was influential in 
the establishment of a fund specifically 
allocated to the connectivity of primary 
health centers. The country recently 
announced the establishment of a new 
national broadband plan to accelerate 
the deployment of fiber-optic cables 
and wireless technologies.44 

The testimony in this report of countries 
that have experienced the satisfaction 
of adopting a national digital health 
strategy shows that the task, however 
challenging, can be achieved and 
is clearly worth achieving. As these 
countries have found, though, a 
successful digital health strategy must 
include an unwavering vision supported 
by sustained senior government 
leadership, committed financing, 
and sound governance that supports 
intragovernmental cooperation between 
ICT and health ministries. 

On an overarching level, it is only 
when digital health becomes 
institutionalized that it can realize 
its full transformational potential to 
accelerate progress in reaching the 
development goals of universal health 
coverage, healthy lives and well-being  
for all.

“The development of a comprehensive national digital health strategy and its implementation 
has to be co-created and co-owned by the ICT and health ministries. Digital health is at the 
intersection of the two sectors and as a result requires leadership, expertise and investments 
from both.”

                           Hon. Jean Philbert Nsengimana, Minister of Youth and ICT,  
            Government of Rwanda
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NBK310729/pdf/Bookshelf_NBK310729.pdf  
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To create this report, The Broadband Commission Working Group on Digital Health, 
chaired by the Novartis Foundation and Nokia, convened leading digital health experts 
from governments, international and non-governmental organizations, academic 
institutions, and the private sector. The Chairs commissioned Vital Wave, to conduct 
primary and secondary research and interviews, consulting with the Working Group 
on Digital Health on a quarterly basis. Secondary research included literature review of 
peer reviewed, white papers, websites and other public information. Primary research 
involved interviews with 46 digital health experts from over twenty countries and 
international organizations. They represented government, implementing partners, 
donors, as well as transnational regulatory bodies. 

The literature review identified twenty countries with unique attributes of digital 
health: Bangladesh, Brazil, Canada, Chile, Estonia, Gabon, Ghana, India, Kenya, Malawi, 
Malaysia, Mali, Mexico, Nigeria, Norway, Pakistan, the Philippines, Rwanda, Singapore, 
and South Africa. These countries represent a range of demographic, geographic, and 
economic contexts, with varying levels of maturity in digital health systems. 
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Alejandra Ruiz, Prospera Digital, Mexico 

Alvin Marcello, Executive Director, Asia eHealth Information Network 
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Cassia Rinaldi, Head of Global Enterprises and Public Sector, Nokia, Brazil 

David Novillo, Regional Advisor, eHealth and Knowledge Management, PAHO 

David Otwama, Chief Science Secretary, National Commission for Science, Technology 
and Innovation, Kenya 

Diana Pinto, Health Lead Specialist, Inter-American Development Bank 

Dominic Haazen, Principal Specialist in Health Policy, World Bank 

Dykki Settle, Director, Digital Health Solutions, PATH 

Edgardo Pino, Ministry of Health, Chile 

Eduardo Clark, Prospera Digital, Mexico 

Enrique Iglesias, Technical Advisor, Broadband Special Program 

Erick Gaju, National e-Health Coordinator, Ministry of Health, Rwanda 

Fazilah Shaik Allaudin, Director Telehealth, Ministry of Health, Malaysia 

Haitham El-noush, Senior Advisor, Innovation in Health and Development, Norwegian 
Agency for Development Cooperation (Norad) 
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• Policy and Regulation for Innovation in Mobile Health, GSMA and PA Consulting, 
2012 http://gsma.com/connectedliving/wp-content/uploads/2016/09/42-policyan
dregulationforinnovationinmobilehealth.pdf

• Mobile Health for Diabetes: A Call to Action, GSMA et al, 2013 http://www.gsma.
com/connectedliving/wp-content/uploads/2016/08/44-mDiabetes-Call-to-
Action-Web-version.pdf   

• GSMA Response to European Commission Green Paper on mHealth, GSMA, 2014 
http://www.gsma.com/connectedliving/wp-content/uploads/2016/09/EU-green-
paper-GSMA-response.pdf

• Mobile Privacy Principles: Promoting Consumer Privacy in the Mobile Ecosystem, 
GSMA, 2016 http://www.gsma.com/publicpolicy/wp-content/uploads/2012/03/
GSMA2016_Guidelines_Mobile_Privacy_Principles.pdf 

• IoT Security Guidelines, GSMA, 2016  
http://www.gsma.com/connectedliving/gsma-iot-security-guidelines-complete-
document-set/

• Overview of the National Laws on Electronic Health Records in the EU Member 
States, European Commission, 2014 http://ec.europa.eu/health/ehealth/projects/
nationallaws_electronichealthrecords_en.htm

• Legal Frameworks for eHealth, World Health Organization, Global 
Observatory for eHealth Series, 2012 http://apps.who.int/iris/
bitstream/10665/44807/1/9789241503143_eng.pdf

• eHealth in Latin America and the Caribbean: Interoperability Standards Review, Pan 
American Health Organization, 2016  
http://iris.paho.org/xmlui/handle/123456789/28189

• WHO eHealth Standardization and Interoperability WHA66/24, World Health 
Organization, 2013 http://apps.who.int/gb/ebwha/pdf_files/WHA66/A66_R24-en.
pdf?ua=1&ua=1 

• WHO-ITU National eHealth Strategy Toolkit, 2012 
 https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-E_HEALTH.05-2012-PDF-E.pdf

• The MAPS Toolkit, WHO, JHU and UN Foundation, 2015  
http://www.who.int/reproductivehealth/topics/mhealth/maps-toolkit/en/

• Digital Healthcare Interoperability, GSMA, 2016  
http://www.gsma.com/connectedliving/digital-healthcare-interoperability/ 
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3G Third Generation Mobile Communication Technology 

4G Fourth Generation Mobile Communication Technology

AeHIN Asia eHealth Information Network

DoH Department of Health

DoICT Department of ICT

eHIS Electronic Health Information Systems

EHR Electronic Health Record

eIDSR Electronic Integrated Disease Surveillance and Response

EMR Electronic Medical Record

FDA Food and Drug Administration

GNI Gross National Income 

GOe WHO Global Observatory for eHealth

GSMA GSM Association

HIE Health Information Exchange

HIS Health Information System

HL7 Health Level Seven International

HMIS Health Management Information System

ICT/ICTs Information and Communication Technology

IHE Integrating the Healthcare Enterprise

ITU International Telecommunication Union

KPI Key Performance Indicator

LDCs Least Developed Countries

LMICs Low and Middle-Income Countries 

MCH Maternal and Child Health

mHealth Mobile Health

MoH Ministry of Health
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MoICT Ministry of ICT

NBPs National Broadband Plans

OpenHIE Open Health Information Exchange

PAHO Pan American Health Organization reports 

PCHA Personal Connected Health Alliance

POCT Point of Care Testing 

ROI Return on Investment

SDG Sustainable Development Goals

SDN Software Defined Networking

SMS Short Message Service

TCO Total Cost of Ownership

TOGAF The Open Group Architecture Framework

TWG Technical Working Group

UHC Universal Health Coverage

WHO World Health Organization
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